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Abstract

Information security and confidentiality in our day-to-day activities cannot be overemphasis due to the
ways hackers are intruding into several messages and information that ought to be personal or
confidential. Hence there is a need to write or make the information secret or hidden as much as possible.
Cryptography provides a resounding solution to this aforementioned problem by certifying that messages
and information shared or transferred remain confidential. In this research work a mathematical approach
is being proposed to encrypt and decrypt information using an integral transform called “Kamal
Transform” for encrypting the plain text and its corresponding inverse transform for decryption alongside
congruence modulo operator as a means of protecting and securing valuable data or information from
hackers.
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1 Introduction

There is no doubt that the world is now a global village and communication has become more easier than
ever imagine visa vis advancement in technology through various means. But the major concern of all and
sundry is the issue of confidentiality and safety of their messages or information due to the prevalence of
hackers hence the cryptographic.
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Cryptography is the science of transmission and reception of secrete message- Encrypting and Decrypting. It
has been used for providing secure communication between individuals [1-5]. An encryption algorithm or
cipher is a means of transforming plain text into cipher text under the control of a secret key. The reverse
process is called decryption.

In this research work, the concept of encrypting and decrypting a message by using a new integral transform
called Kamal transform was examined [6,7]. Kamal Transform was derived by Abdelilah Kamal from the
classical Fourier integral. Based on its mathematical simplicity Kamal transform was introduced to facilitate
the process of solving ordinary and partial differential equations in the time domain.

2 Kamal Transform

A new transform called the Kamal transform defined for function of exponential order, consider functions in
the set A defined by:

i

AL (1):3M ek, > 01 () <Me™ if € (1) x[0,0) (1)

For a given function in the set A, the constant M must be finite number, &, k, may be finite or infinite

The Kamal transform denoted by the operator K (0) defined by the integral equation:

o) —t

K[f(1)]=G(v)=[f(t)eva, 120, k<v<k, (2)

The variable V in this transform is used to factor the variable ¢ in the argument of the function f . This
transform has deeper connection with the Laplace, Elzaki, Aboodh, Mahgoub transforms [8-12].

2.1 Kamal Transform and Kamal Inverse of Some Elementary Functions

For any function f° (t ) , we assume that the integral (2) exist. The sufficient conditions for the existence of

Kamal transform are that [’ (t ) for ¢ >0 be piecewise continuous and of exponential order.

() Let f(7)=1,

by definition we have:

K[l]:G(v)=TJdt=[ve7T —

0 0

It inverse is given as K ' [V] =1

(ii) Let f(1)=t, then:
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K[t] G Ite dt—{vev} =—tve_7 +J.ve_7dt=0+vzzv2

0 o 0
The inverse is K™ I:VZJ =t
In the general case if # > 0 is integer number, then.
-t

(iii) K jt e’ dt =nhv""!

The inverse is

K |:n|vn+l] tn

or

K~ |:vn+l} :;_n!
3 Methodology

The details of the procedure or algorithm to be applied in encrypting and decrypting the problem to be
considered under the next section are itemized below:

Encryption:

(1) Assign every letter in the plain text to encrypt as a number in such a way that A=1,B=2,C=3, ...
Z =26 and space= 0. Thus, the original message is now converting into a finite sequence of numbers.

(i) Suppose n is the number of terms in the sequence, we then consider a polynomial y(¢) of degree (n-
1) with coefficients as the term of the given finite sequence

(iii) Apply Kamal transform to polynomial () in (ii) and obtain the general terms for Kamal Transform
Glv]

(iv) For each i, find quotient ki and remainder ¢, such that di = 26ki +(q, . Hence the finite sequence
ki, k,,k;,...,k, forms the Key [13]

(v) Consider a new finite sequence of numbers ¢,,4,,45,...,q, - Using step (i) given above to convert
the numbers of the new sequence into text called as cipher text.

Decryption:

(vi) Convert the cipher text obtained in (v) above in to corresponding finite sequence of numbers as we
did in (i)

(vii) Using key ki and the values of g, to find di

(viii) Apply inverse Kamal transform to G[v] obtain from (ii) to get y I: f :I

(ix) The coefficients of y(t ) is then consider as a finite sequence of numbers

(x) Using the same step as in (i) of the encryption given above to get the original message
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4 Application
[llustration 1. NO TO EVIL

From the steps itemized above the plain text message is now:
14,15,0,20,15,0, 5,22,9,12

The number of terms of the sequence 7+1=10, 7 =9, then the polynomial y(z) would be of degree 9.
So,

V(1) =14+150+ 06 +20¢° +15¢* +0¢° +5¢° +22¢7 +91° +12¢° (3)

Taking the Kamal Transform of (3) to have
G(v) =14v+15" +0x210° +20x310* +15x410° +0x 50" +5x6!1v" +22x T +9x8h” +

12x9N"° (4)

G(v)=14v+15v" + 00 +120v* +360v° +0v° +3600v +110880v* +362880v" +
4354560v" (5)

We find g, such that d; = g, mod 26 foreach i, 1<i<n+1,

Therefore,
d, =14=14mod26, d,=15=15mod26 d,=0=0mod?26,
d, =120=16mod 26, d; =360=22mod26, d; =0=0mod 26,
d, =3600 =12mod 26, dy =110880 =16 mod 26, dy = 362880 = 24 mod 26,
d,, = 4354560 = 2mod 26

For each i we shall find quotient k; such that d; = 26k, + ¢, so we have

d, =26k, +q,
14=26xk, +14, 15=26xk, +15
k=14, ky =15

Following the same procedure, we have,

ky =0,k, = 4,ks =13,k, = 0,k, =138,k = 4264, k, =13956,k,, = 167483,

The key is 14,15,0,4,13,0,138,4264,13956,167483
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And the new finite sequence ¢, is now written as 14,15,0,16,22,0,12,16,24,2

Hence the original plain text NO TO EVIL is now resulted into a cipher text NO PV LPXB according to (i)

Therefore, the sender sends encrypting text NO PV LPXB alongside equation (10) publicly but at the same
time privately send the unlock key and Kamal Transform [6].
To unravel the cipher text received, the receiver follows the following steps:

Use (i) to convert the cipher text NO PV LPXB to a finite sequence given as 14,15,0,16,22,0,12,16,24,2.
Apply (vii) on d, =26k, +¢, to find d, and thereby obtain back

G (v)=14v+15v" +0v” +120v* +360v" + 0v° +3600v" +110880v" +362880v” +
4354560v" (7)

Apply Kamal inverse transform on (7) to eventually have,

K [G(v)]=p(t)=14+15t+07 + 208 +15¢* + 06 +5¢° + 2217 +9£* +12¢° (8)
Write out the coefficients of (8) as a finite sequence to have.
14,15,0,20,15,0,5,22,9,12

The procedure (i) is then employed to have the original message as:

NO TO EVIL

5 Conclusion

So far in this research work, we have discussed the application of new integral transform-Kamal transform in
Cryptography at the same time use it for encrypting the plain text and its corresponding inverse used for
decryption through the help of a private key which is the number of multiples of modulo 26. The result
obtained showed that Kamal Transform is a powerful tool which can be employed to tackle the issues of
message or communication insecurity posed by hackers.
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